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From Security to Defense
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Research Cyber Defense Center is a fully-customized, state-of-the-art cyber defense command center solution, based on a holistic
approach covering all aspects of cyber security. It is built on PAP’s extensive experience designing, developing, building and
implementing National CERT programs and protecting National level projects.

The solution secures an organization’s entire IT network, including all incoming and outgoing communications and computing
systems. It can be implemented by any organization of any type or size, including governments, agencies, corporations, utility
companies, critical infrastructures and other facilities.

The solution offers 24*7 cyber incident management, monitoring and analysis of traffic and events; alerting; cyber data
aggregation, correlation and investigation; and cyber information-sharing and reporting. This enables fast response and
mitigation of cyberattacks.

The solution is built on the following security pillars and building blocks:

As part of the process, PAP designs a tailored solution for each customer, based on needs and goals. This may include all or part
of the Research Cyber Dome Center building blocks. The solution can be implemented from scratch, or can take into account
pre-existing systems and processes, and add additional solution layers on top of them to create a complete solution.




Main Building Blocks

Cyber Protection Solution —Tools to secure the
organization’s IT network and systems.

Internal & External Cyber Management - SOC and SIEM
tools for managing cyber events either on-site or as a
Managed Security Service (MSS).

Big Data Repository and Tools - Repository holding
internal and externally collected data, and processing it for
intelligence purposes.

Incident Response - Tools for managing incident research
and providing remediation.

Cyber Lab for Analyzing and Handling Incidents - Tools
and systems for cyber data analysis.

External Feeds and Data Sources — Access to external
threat research feeds.

External Cyber Management — Tools and capabilities to
manage security of external sites.

Cyber Posture - Full visibility into the organization’s cyber
posture.

Public Portal and Information-Sharing Interfaces -
Enables cyber info-sharing with the public.

Operational Procedures and Training — Customer-tailored
procedures and staff training.

Operational Management - Ticket and task management,
to control the RCDC operation.

IT & Control Room Infrastructure - Delivery of IT
equipment and facilities construction to host RCDC.

PAP provides state-of-the-art technologies, designed and built by its team of top scientists, engineers and cyber experts to
counter today’s evolving cyber security challenges. The combination of technology and process is a core differentiator of our
solution. Rather than simply providing products, we tailor unique customer-specific solutions.
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